2024/05/24 12:59 1/8 Instalando o Active Directory Certificate Services (AD CS)

Instalando o Active Directory Certificate
Services (AD CS)

Breve descricao

Um servidor designado como autoridade de certificacdo (CA) é responsavel por emitir certificados de
infraestrutura de chave publica [PKI] e gerenciar listas de revogacao de certificados (CRLs, Certificate
Revogation Lists). Servidores que executam o Windows Server podem ser configurados como
autoridades de certificacao com a instalagao do Servicos de Certificados do Active Directory [AD CS].
(Stanek, 2009, p. 191) Além de proteger o aplicativo e o trafego HTTP, os certificados que o AD CS
fornece podem ser usados para autenticacdo de contas de computador, usuario ou dispositivo em
uma rede com base nos requisitos de seguranca da infraestrutura. — Fonte:
eduardomozartdeoliveira.wordpress.com

Passo 1

Abrir o Gerenciador de Servidor » Gerenciar » Adicionar Funcoes e Recursos

E] Server Manager

Server Manager * Dashboard © Manage Tools  View _Help

Add Roles and Features

Remove Roles and Features

Dashboard . EETT R
1 Add other servers to manage

H= All Servers Create Server Group

] 5 A i
wl ADDS QUICK START 2 Add roles and features ey A EEr e
& DNS

WE File and Storage Services b 3 Create a server group

@ Remote Desktop Services I

Passo 2

Selecionar tipo de instalacao » Instalacao baseada em funcao ou recurso
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e ~dd Roles and Features Wizard — O o
- . DESTIMATIOM SERVER
S@|€Ct ﬂ Sta Stle type n.gugainﬁo.l{}cal

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) e :
= machine, or on an offline virtual hard disk (VHD).

Installation Type

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Passo 3

Selecionar o servidor de destino » Selecionar um servidor no pool de servidor

DESTINATION SERVER

Select destination server SR8 qupainfalors)

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

Installation Type (®) Select a server from the server pool
Server Salection () Select a virtual hard disk
Server Roles Sarver Pool
Features
Filter:
Mame IP Address Operating System

g .gugainfo.local 192162 98.09  Microsoft Windows Server 2019 Standard

Passo 4

Selecionar Fungdes do Servidor » Active Directory Certificate Services
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% Add Roles and Features Wizard

DESTIMATION SERVER

Select server roles peoas ugsino ol

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Active Directory Certificate Services

Server Selection
'
(AD C5) is used to create

ctive Directory Certificate Senvices

Server Roles +| Active Directory Domain Services (Installed) ) - -

R ] A.ctive D?rECtDr}" ngerati_on Ser\.rices | certifi cailz!:un authorltle? and rel.ated
[] Active Directory Lightweight Directory Services role services that.a.llav. yau t:n.lssue

AD C5 [] Active Directory Rights Management Services and manage certificates used in a

[] Device Health Attestation variety of applications.

Rrla Sarvires

Passo 5

Avanca até » Servicos de Funcao marcando “Certification Authority”

% Add Roles and Features YWizard

DESTIMATION SERVER

Select role services P

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Typs Rele services Description
Server Selection Certification Authority (CA) is used
Server Roles [ Certificate Enrollment Policy Web Service to issue and manage certificates.

Multiple CAs can be linked to form a

Faatures [] Certificate Enrollment Web Service . i
o [] Certification Authority Web Enrollment public key infrastructure.
AD 5 [] Metwork Device Enrollment Service

- Online Responder
Role Services O P

Passo 6

Avancar até concluir, ndo é necessario reiniciar o servidor.

Passo 7

Realizar configuracao inicial para tornar o servidor uma autoridade certificadora. Sera necessario
credencial de um usuario com privilégios administrativos, clique em ALTERAR e entre com as

credenciais.
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nfiguration

i DESTINATION SERVER
'C rEdenUa |S B ugainfo.local

Specify credentials to configure role services

Role Services

éTu::- install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrcllment
* Online Responder

;Tc:- install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service

* Netwaork Device Enrallment Service

éTu::- install remotely you must enter credentials,

Credentials: | GUGAINFO\gustavo

Passo 8

Selecionar o servico a configurar, marcar somente “Certification Authority”

nfiguration

. DESTINATION SERVER
Role Services el qugainfo Jocal

Credentials Select Role Services to configure

Role Services

Certification Authority

Setup Type
ch Tye Certification Authority Web Enrollment
= Online Responder
Private Key Network Device Enrollment Service
Cryptography Certificate Enrollment Web Service
A Mame Certificate Enrollment Policy Web Service
Passo 9

Especificar o tipo de instalacao da autoridade de certificacao. Em nosso caso como sera integrada ao
AD escolheremos AC Corporativa
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Mz A0 C3 Configuration — O >

DESTINATION SERVER
Setup Type 2 gugainfolocal

Credentials Specify the setup type of the CA

Role Services

Setup Type Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD D5) to
o - simplify the management of certificates. Standalone CAs do not use AD D5 to i1ssue or manage
CAType certificates.

Private Key
! ®) Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or
CA Mame certificate policies.

Validity Peried

Cryptography

() Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation D5 and can be used without a network connection (offline),

Certificate Databasze

Passo 10

Especificar o tipo de autoridade de certificacao como “AC Raiz”

onfiguration

DESTINATION SERVER

C A Ty [DE ﬂ.gugainfe.local

Credentials Specify the type of the CA
Role Services
Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its

CA Type own self-signed certificate. & subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.

Cryptography ® Root CA

CA Mame Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

alidity Period

Y O Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy,

Passo 11

Especificar o tipo da chave privada. Neste caso precisamos “Criar uma nova chave privada”
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& &0 CS Configuration — O *

DESTINATIOM SERVER

P rh-"late Key w»gugainfo.local

Credentials Specify the type of the private key
Role Services
Setup Type Te generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type ®) Create a new private key
Private Key Use this option if you do not have a private key or want to create a new private key.
Cryptography L .
Jprogrepn: ) Use exwisting private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
) import a certificate and use its associated private key.
Confirmation
Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Especificar as opcdes criptograficas, podemos deixar o padrdo e avancar.

= AD CS Configuration — O *

DESTIMATION SERVER

Cryptography for CA s s ginfo.local

Credentials Specify the cryptographic options

Role Services

Setup Type Select a cryptographic providern: Key length:

CA Type RSA#Microsoft Software Key Storage Provider Y| 2048 N

Private Key

Select the hash algerthrm for signing certificates issued by this CA:

Cryptography SHAZ56
CA MName SHAZR4
Validity Pericd SHAS12
Certificate Database SHAT
hADYS
Confirmation
[] Allow administrator interaction when the private key is accessed by the CA,
Passo 13

Especificar o nome da Autoridade de Certificacao. Pode usar o padrao que ja vem preenchido ou
personalizar para facilitar a identificacao. Caso decida personalizar o nome, alterar somente o campo
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“Nome comum da autoridade de certificacao. Os temais campos serao atualizados
automaticamente.

nfiguration

DESTINATION SERVER

C A N dame S8 qugainfo.local
Credentials Specify the name of the CA
Role Services
Setup Type Type a commean name to identify this certification authority (CA). This name is added to all
R certificates issued by the CA. Distinguished name suffix values are automatically generated but can
ESTLTRE be modified.

Private Kay
Common name for this CA:

Cryptography
| gugainfo-SRV01-CA |
validity Period Distinguished name suffix:
Certificate Database DC=gugainfo,DC=local
Confirmation
Preview of distinguished name:
CN=gugainfe-5RV01-CA DC=gugainfo,DC=local
Passo 14

Definir o periodo de validade dos certificados gerados para esta AC.

nfiguration

DESTINATION SERVER

Validity Period S 5ugainfo.local
Credentials Specify the validity period
Role Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
Ch Type |—'|_ Years ¥
Private Key CA expiration Date: 3/19/2023 1:31:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Mame certificates it will issue,

validity Peried

Certificate Database

Confirmation

Passo 15

Avancar com as opc¢Oes padrao até concluir e receber a mensagem de sucesso.
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nfiguration

DESTIMATION SERVER
RESUH:S @B gugainfo.local

The following roles, role services, or features were configured:
@ Active Directory Certificate Services

Certification Authority a Configuration succeeded
More about CA Configuration
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